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The Explosive Growth of Enterprise Data
In today’s hyper-connected business landscape, enterprise data is growing at an
exponential rate—40-60% every year, according to CIO.com. This explosion of information
places enormous pressure on companies to more efficiently archive, retrieve and manage
their data. Compounding this difficulty, any company with remote or branch offices also
requires a data protection solution with the flexibility to support the differing needs of
both central and distributed sites.

The State Of ROBO Data Protection
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It is important to also note here that the operational cost of these dysfunctional legacy
processes has become the most critical factor driving the growing adoption of cloud data
protection solutions. Most recently, today's economic realities have forced companies of
all sizes to once again evaluate their IT environments. They must find ways to follow new
regulations, while at the same time cut costs and still maintain service levels. Fortunately,
IT departments now have more options than ever when choosing a data protection
strategy for their remote environments. This includes cloud storage, automation and
monitoring, along with more traditional approaches.
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Backing up and restoring remote office/branch office (ROBO) data presents unique
challenges. For example, whereas a primary data center typically has dedicated
backup and recovery administrators, ROBOs often do not. In a recent ESG study,
nearly three-quarters of the respondents reported that only 20% of their ROBO locations
have dedicated IT staff. Instead, someone in the ROBO, who is most likely not part of the
IT function, typically handles data backup as a secondary responsibility.
Unfortunately, this approach often results in the deprioritization of data protection. Backups
may not happen as scheduled—if at all—or data cannot be restored because storage media
have been accidentally overwritten, are mislabeled or are otherwise unuseable.

“A major challenge for us in some of these [remote]
locations is that we don’t always have full IT staff to
manage the backup process. Just making sure that
backups are functioning and data can be restored
requires us to go through a very time-consuming and
manual audit process. With Druva, we significantly
reduce the resources needed to comply with our
backup policies.”
Mark Partridge, Global Infrastructure Services Director, Syncreon
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The Critical Data Protection Challenges Faced
by ROBO Locations
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Companies today are becoming ever more decentralized. Data is no longer being aggregated
in massive data centers in one central location, but is instead being stored in countless servers
located around the world. For many organizations though, their remote and branch offices
are like the Wild West: lawless and largely unregulated. While the enterprise may have a welldefined set of policies and procedures in place for server data protection, these are often
not effectively enforced at every location. Teams are left to develop their own strategies,
using whatever tools are available to them. The all-too-common result? Inadequate backup
procedures leading inevitably to data corruption and/or loss.
This is not to suggest that decentralized staff are negligent or incompetent. Indeed, ROBO
sites face many unique challenges that make traditional data protection approaches difficult,
if not impossible, to implement, such as:
•

IT infrastructure and resources: ROBOs
are often hampered by network and
computing limitations as well as a lack
of trained IT staff. These challenges are
compounded by regional data privacy
restrictions requiring organizations to

have the ability to manage their data
dynamically. These complexities can
lead to insufficient IT services being
provisioned—in a recent ESG study,
37% of respondents reported local data
backup as a significant ROBO challenge.
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•

Manual error-prone processes: Backup
processes in ROBO environments
usually lack automation and depend on
tape shipment or other manual off-site
processes. This can lead to backups
occurring infrequently or not at all,
putting ROBO data at an increased
risk of loss.

•

Lack of visibility into SLAs: Manual
processes, combined with lack of
sufficient infrastructure, make it difficult
or impossible for IT to have visibility
into service resiliency and RTO and RPO
guarantees. And if you can’t see it, how
can you manage it?

•

with cases exceeding $20 million
reported by 26% of those surveyed.
Lack of visibility and manageability
means regulations requiring data to
be retained for a set period of time, or
that is subject to legal requests, may
inadvertently be lost or mishandled—
exposing a company to compliance
risks and potentially resulting in
ruinous litigation.
•

Regulatory compliance: According to
the Norton Rose Fulbright 2015 Annual
Litigation Trends Survey, 37% of large
organizations reported having 20 or
more pending lawsuits, and 42% of
companies overall reported more than 6
lawsuits filed within the last 12 months,

Cost: Respondents in the ESG
survey mentioned above also cited
cost-related issues as many of the
challenges related to running services
locally at ROBO sites. Decentralizing
the IT infrastructure, services and
management increases the overall
cost of ownership for backup services,
which also increases with each ROBO
location. As a result, companies often
underprovision remote sites, leaving
them poorly equipped to meet their
individual data protection needs.

The Risks Of Legacy Approaches
Legacy solutions have proven woefully inadequate at meeting enterprise ROBO needs,
especially given the new data landscape. Traditional methods employing a mix of
on-premise infrastructure, disk hardware and tapes are extremely costly and laborintensive given the long-term nature of many ROBO storage requirements—something
easily overcome by leveraging cloud instead. The complex workflows and multiple vendors
required by legacy solutions further add to their inefficiency and expense.
As detailed below, legacy ROBO solutions face a number of common storage challenges:
Disk: Disk is still the predominant media type for storing secondary and tertiary
data. However, disk is an extremely expensive medium for storage at the required
scale, leaving many organizations unable to afford the redundant infrastructure
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necessary to ensure data integrity and resiliency. This substandard approach
to archiving leaves organizations vulnerable to lost and corrupted data, noncompliance and other issues.
Tape: Like disk, tape often fails to meet compliance and other data governance
needs. Due to long-term retention policies, a growing number of systems
and sites, and a wildly impractical “hold-everything-just-in-case” mindset,
companies often manage thousands, or even hundreds of thousands, of aged
tapes in libraries and offsite locations. At this scale, performing tape-based
backup and manually managing and shipping tapes from remote offices to
central repositories is time-consuming and inefficient—in effect, the more sites,
the more complex, costly and inefficient it becomes. Retrieving and restoring
legacy data from mountains of tape is likewise slow and cumbersome, a major
burden for companies facing time-sensitive compliance or legal demands.
In addition, boundless data retention can lead to serious legal exposure if
information is asked for during litigation and no solution exists to automate
deletion based on standard retention policies.
A number of technology issues can also render tape unrestorable. Hardware,
software, configurations, and administrator skillsets need to match the
environment in which the tape was created, a compatibility requirement
that becomes increasingly difficult over time. Encrypted tapes subject to
recoverable keys can also impede data retrieval if processes and systems
become outdated or passwords are misplaced. In addition, tapes are heavily
subject to compromised data integrity, with a single tape corruption capable of
rendering an entire archive obsolete.

Why Back Up ROBO Data to a Centralized Cloud Service?
Server backup, especially at companies managing multiple sites, is an inefficient, expensive
process prone to errors. With limited IT skills at remote sites, limited budgets, unlimited
data growth, and longer data retention requirements, this problem is only getting worse.
The first step in addressing this growing concern, is assessing your current environment to
determine how your organization can best leverage the current cloud options to improve
your ROBO data protection process. Here are the results from the ESG study showing the
growing number of companies planning to leverage cloud data protection for ROBO.
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Does your organization have any plans to deploy technologies that would enable ROBO locations
to back up their data directly over the WAN to a centralized location, whether a corporate data
center or third-party service provider site? (Percent of respondents, N=113)

Don’t know, 2%
No immediate plans

15%

Yes, within 12 months

Yes, within 12 months

47%

19%
18%

Yes, within 24 months

Druva Phoenix simplifies the process by enabling you to backup straight to the cloud,
providing a seamless way to manage all your backup and archives centrally. Phoenix
removes the traditional bottlenecks of compute and scale, delivering a high-performance
cloud platform where organizations can achieve the highest level of data throughput
possible to meet their RPO and RTO targets.
Given these significant challenges, it would seem there is no effective way for companies
to protect and manage their ROBO server data. Or is there? Here are the results from the
ESG study showing why companies are moving to a centralized cloud model.

What factors led your organization to back up ROBO data over the WAN to a centralized location
such as a corporate data center or third-party cloud backup service provider?
(Percent of respondents, N= 230, multiple responses accepted)
47%

Concerns about security of backup data at ROBO location

42%

Data redundancy purposes

37%

Costs of storage media at ROBO location

32%

Concerns about ROBO location’s ability to satisfy regulatory compliance

31%

Costs for off-site media courier and/or off-site media vaulting for ROBO location

30%

Insuffiecient quality of backup operations at ROBO location

27%

Lack of qualified IT resources at ROBO location

26%

Administrative costs at ROBO location

4%

None of the above
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Not All Clouds Are Created Equal
Companies no longer have to accept the limitations of risky and expensive legacy remote
backup products. By leveraging cloud platforms, organizations can immediately take
advantage of a distributed computing model that connects corporate and ROBO into a
unified and centrally managed solution. This shift starts with a truly cloud-native approach
—not just consuming code dumped into the cloud.
Legacy cloud approaches have serious limitations, such as proprietary cloud
infrastructures that is expensive to scale out, offers no global deduplication and provides
few locations for data to reside. In contrast, a well-designed and scalable cloud with
multiple points of presence across the globe is an efficient way of buying and scaling
computing resources. Effective cloud platforms have matured, and not only provide an
excellent solution for inexpensive data storage, but also provide a highly durable and
secure environment that offers easy manageability, fault tolerance and high availability.
A truly cloud-native solution will scale along with the business and has the ability to
transform your ROBO data protection process.
Effectively protecting the growing amount of remote data requires a dramatic shift in
protection strategy. Unfortunately, few offerings can meet these requirements. Most
depend on older models of replicating to disaster recovery (DR) sites, installing twin
backup appliances at both the ROBO and the data center, or using non-purpose built
backup software that moves data over the wide area network (WAN). This is a problem
that traditional backup and storage vendors actually created by working with old code and
big installed bases; and given the enormity of existing investments in these products, it’s
not a problem they are likely to address.

Solution: Cloud Data Protection with Druva Phoenix
Druva Phoenix offers a cloud-first solution which combines public cloud scale and
economics with key technologies like WAN optimization and deduplication to centralize
global backups across multiple sites. Phoenix offers central visibility, higher service
levels, and radically lower TCO, reducing backup complexity across any number of
remote locations. With Phoenix, companies can enjoy best-in-class durability and infinite
scalability for their growing server data needs.
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Amazon Web Services

Customer Network

Phoenix DR
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(0 -30 days)

WARM
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(90+ days)

CloudCache
(optional)

Centralized Administration
ROBO Server

Phoenix Cloud

Druva Phoenix can be deployed in minutes, not weeks, at sites located around the world,
while also aligning with regional data storage regulations. It operates seamlessly and can
be managed from a central location, giving IT administrators full visibility and control over
server backups and data composition. Restores can also be handled remotely, enabling
RTO and RPO objectives of minutes instead of hours or days.

Backup & Recovery

Virtual Machines

Archival

Disaster Recovery

Compliance
Databases
eDiscovery

Search & Analytics

Physical Servers

Efficient Cloud Backup

Secure, Scalable Cloud Platform

Multiple data protection services

As Phoenix is a cloud-native solution, there is no expensive hardware to provision,
virtually eliminating CAPEX. Finally, the use of global data deduplication and smart
WAN bandwidth allocation dramatically lowers the enterprise data footprint (up to 20x),
enabling massive OPEX savings.
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Pay Only for What You Use
Legacy

•

Realize the benefits of
global deduplication
and compression

•

Scale on demand

•

More data stored, more
the savings

The Advantages of Cloud-Native Architecture
Druva Phoenix delivers cloud-architected data protection designed to protect your ROBO
environments with unified backup, disaster recovery, long term archival, and analytics
capabilities. With Phoenix, organizations gain business agility, visibility, and regulatory
compliance with the benefit of best-in-class data protection and rapid cloud deployment
and service consistency—all with a radical reduction in overall cost. Its innovative
architecture is designed with security, flexibility, and visibility at its core, and offers many
unique benefits for ROBO sites, including:

•

•

Cloud-native architecture: Phoenix
leverages the scalability and durability
of a true cloud-native application.
Combining a multi-tenant cloud
architecture and micro-services allows
for a scale-out service without any
single point of failure or performance
bottleneck. Your data is secure and
accessible whenever and wherever
you need it.
No hardware, no hassle: Phoenix
requires no new hardware. Simply
configure your current environment

and immediately have global reach and
scale at your fingertips within minutes.
Obsolete and under-provisioned backup
options are now a thing of the past.
•

Central visibility & audit trails: Phoenix
provides a comprehensive, single
point for viewing and managing all
data protection services across all
remote environments. With a bird’s eye
view of their complete IT landscape,
administrators can manage policies
and protect data as well as provide
business continuity.
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•

•

•

WAN optimized: Data transfer to and
from the cloud service is optimized
for low latency networks. Phoenix also
provides smart bandwidth throttling
for each backup schedule which limits
bandwidth consumption based on local
site needs. Backups can be scheduled
to occur during off-peak periods
to reduce costs and limit network
performance degradation.
Forever incremental backups with
global deduplication: Data transmitted
is deduplicated globally across data at
all sites, reducing future backups to only
include the incremental data, reducing
the overall backup footprint between
6-100X depending on the type of data
and retention schedule.
On-site caching: For sites with limited
bandwidth, the data can be cached
locally using Druva CloudCache for
up to 30 days for faster RTO and RPO.
With metadata in the cloud, the cache
only holds data and doesn’t becomes a
single point of failure. Data can then be
transferred to cloud storage at a time
that optimizes for the best possible
usage of WAN bandwidth.

•

Heterogeneous: Phoenix integrates
seamlessly into mixed OS environments,
including Windows and Linux, as well
as VMware-based infrastructure. This
reduces complexity and flattens the
learning curve for IT administrators.

•

DR on-demand: VMs configured for
backup can also be configured to
failover and quickly spin-up as instances
in the customer’s AWS account,
meeting RTOs of just minutes. No
more disastrous server failures and the
resulting loss of business uptime.

•

Automated storage tiering: Data
backups are automatically moved to
less expensive storage; S3IA or after
90 days AWS Glacier, while keeping
versioning and deduplication intact.
Recent backups are maintained in highperformance “hot” storage and available
to restore within minutes. This efficient
use of tiering ensures that companies
only pay for the storage they need.

•

High durability & reliability: All data
and metadata is 3-way replicated,
without any single point of failure. The
fully-managed Phoenix service comes
with a 99.99999% durability and 99.9%
reliability guarantee.

Improving Business Agility and Reduce TCO
Data backup and archiving is no longer an option for today’s enterprise. The exponential
growth of mission-critical business data and the corresponding legal requirements for
its retention make it essential that every company has a robust plan in place for the safe
storage of server data. The proliferation of remote and branch offices only makes this
need more acute.
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By leveraging a unique and scalable cloud-native storage architecture, Druva overcomes
the outdated and overtaxed legacy archiving models and delivers the search, retrieval and
management functionality and speed required by the modern, decentralized enterprise.
Through its highly-efficient data deduplication system, organizations using Druva see
unprecedented cost savings and eliminate the inefficiencies and storage bills of legacy
archiving products.
Druva Phoenix represents a robust, scalable approach to data protection that leverages
the power of the public cloud to offer a comprehensive backup and archiving solution and
substantial cost savings to companies with offices around the country or around the world.
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Gain Visibility & Streamlined Management: Phoenix provides a single pane of glass to
manage and monitor all your global server backup and DR policies, removing the burden
of complex storage, compute, and networking management—and significantly reducing
costs. Druva’s file and content analysis capabilities ensure ROBO customers have a greater
understanding of potential data and compliance risks across all data sources. On-demand
analytics give IT administrators the ability to gain insight into the composition of data to
understand the key trends fueling its growth.
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Self-Service Backup & Recovery: A cloud-native solution enables different site admins to
perform self-service backups and recovery of their own data set, without infrastructure
interdependencies.
Improved Business Agility: With Phoenix, organizations gain immediate visibility into
their data protection services at the global level. Phoenix's unified management approach
enables fast response times in the case of failover for disaster recovery with RTO in
minutes, or to replicate and move VMs across regions.

Radically Lower TCO: Not only does Phoenix eliminate costly hardware appliances and
reduce administrative needs, it significantly lowers the costs created by data silos by
providing a unified approach to backup, disaster recovery, archiving, and analytics on a
single data set.
Lower RTO & RPO: Bandwidth optimization features like dynamic WAN throttling and
global deduplication shorten the backup window by over 5X, improving RPO. Similarly,
features such as dedupe restores, file-level recovery, and cloud-DR improve how quickly
business operations can be resumed.

Shifting Data Protection Strategies to the Cloud for Remote and Branch Offices - Q317-CON-10640

13

Extreme Data Reduction: Druva’s patented, source-side global deduplication offers the
industry’s most granular and complete data reduction capabilities. Coupled with the
metadata and auto-tiered storage, it provides highly-efficient data collection in an everincremental backup model, avoiding the large volume of data stored by legacy services.
Workload Mobility: Leveraging the public cloud enables customers to be more flexible
with replication and data movement. Once in the cloud, Phoenix provides workloads
across geographies, allows replication for test and development or at-the-ready disaster
recovery in multiple regions.
Governance & Compliance: Central auditability, legal admissibility, and long term retention
simplifies data governance & compliance around all data, including within virtual images.

What’s Next?
Start by estimating your real-world reductions in cost and storage by visiting our
Total Cost of Ownership (TCO) calculator to modify assumptions that best meet your
business needs.
https://www.druva.com/products/phoenix/pricing-model/
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About Druva
Druva is the leader in cloud data protection and information management, leveraging the public cloud to offer a single pane of glass to
protect, preserve and discover information—dramatically increasing the
availability and visibility of business critical information, while reducing
the risk, cost and complexity of managing and protecting it.
Druva’s award-winning solutions intelligently collect data, and unify
backup, disaster recovery, archival and governance capabilities onto a
single, optimized data set. As the industry's fastest growing data protection provider, Druva is trusted by over 4,000 global organizations
and protects over 25 PB of data. Learn more at http://www.druva.com
and join the conversation at twitter.com/druvainc.
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