The Resilience Cloud

Druva Resilience Cloud Overview

Modern Enterprises Need Resilience

Al is transforming enterprise operations by enabling autonomous systems to access data and execute actions at machine
speed. This changes both the operating model and the threat model. Trusted identities and authorized Al systems can
unintentionally initiate destructive actions, while external attackers can use Al to accelerate credential abuse, API misuse,
policy manipulation, and coordinated disruption. What previously unfolded over hours or days now happens in seconds.

Traditional resilience approaches were designed to restore systems and data to a point in time. In the Al era, organizations
must also understand what changed, who or what initiated the change, how the impact spread, what can still be trusted, and
how to safely restore business operations.

Organizations need more than disconnected backup, security, identity, and governance tools. They need a unified foundation
that protects trusted data and operational context, strengthens recovery readiness, and enables them to adopt Al
confidently.

Druva — The Resilience Cloud for the Al Enterprise

The Druva Resilience Cloud unifies data, cyber, identity, and Al resilience through a 100% cloud-native, fully managed SaaS
platform. Druva protects business-critical information across Saa$S applications, cloud workloads, data centers, endpoints, identity
systems, and Al workspaces — without additional backup infrastructure or management complexity.

Druva enables organizations to move beyond simply restoring data and restore trusted operational state — the systems,
information, identities, permissions, and context the business needs to operate reliably.

Key Capabilities

e Al Resilience —Recover, govern, protect, and defend enterprise Al systems. Druva protects a broad range of workloads,
including Claude and Microsoft 365 Copilot; this importantly includes their development environments and critical Al assets
such as prompts, context documents, and vector databases. By maintaining these as recoverable business records, customers
benefit from enhanced trust, visibility, and control,
allowing them to innovate safely with Al while effectively
defending against automated threats, ensuring
governance, and business continuity.

e Identity Resilience — Bridge the gap between identity
management and cyber recovery. Druva unifies
protection for Okta, Entra ID, and Active Directory into a
single, hardened, and trusted platform. With immutable
security, actionable intelligence, and orchestrated
recovery built-in, organizations get proactive protection
with cyber readiness across the entire identity-layer -
ensuring operations remain secure, data remains
accessible, and recovery remains absolute.
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assess and contain threats effectively. Quarantine
infected backups and delete malware to prevent
reinfection. During recovery, ensure clean backups with



automated malware scans and sandbox recovery to test data hygiene. Curated Recovery prevents data loss by synthesizing
multiple backups to find the most recent clean data, allowing IT teams to restore systems safely and promptly.

e Data Resilience — Modernize backup, restore, and archive with Druva's air-gapped and immutable platform. Detects threats
earlier with integrated, continuous monitoring of the backup and production environments for unusual activity — automate
alerts to the SIEM to accelerate response. Unify the security, backup, management, and recovery of all critical data — across
SaaS apps including Microsoft, Salesforce, and Google Workspace, as well as endpoints, cloud workloads, the data center, and
more — from one simple console.

The Druva Advantage - Simplicity, Security, and Savings

e A Unified, Cloud-Native Platform — Druva brings data protection, cyber resilience, identity resilience, governance, recovery
intelligence, and Al-powered operations together through a single cloud-native platform. A unified control plane delivers
consistent visibility, policy, and recovery across cloud, SaaS, endpoint, on-premises, identity, and Al environments. This
eliminates the blind spots and operational friction created by stitching together separate backup appliances, storage systems,
security tools, and management consoles.

e Connected Intelligence with Dru MetaGraph — Dru MetaGraph is the shared intelligence foundation behind the Druva
Resilience Cloud. It transforms isolated backup metadata into trusted operational context by connecting data, identities,
permissions, events, governance relationships, telemetry, and recovery history. These relationships help teams understand how
risk developed and propagated, identify affected systems and information, determine what can be trusted, and make more
informed recovery decisions. The same intelligence powers recovery, governance, defense, and trusted Al interactions across
the platform.

e Fully Managed SaaS — Druva removes the infrastructure and operational complexity associated with legacy, do-it-yourself data
protection. There is no backup hardware to purchase, storage to provision, software to patch, or infrastructure to scale.
Customers can deploy quickly, consume capabilities as a service, and continuously benefit from new security and resilience
innovations without disruptive upgrades. This approach can reduce total cost of ownership by up to 40% compared with
competing legacy solutions. Managed Data Detection and Response is included to provide proactive monitoring and expert
assistance, helping customers investigate threats and roll back compromised data.

e Secure by Design and Ready to Recover — Druva provides air-gapped, immutable protection and a hardened SaaS control plane
designed to keep recovery data secure and available. Automated malware scanning, isolated testing, clean-recovery validation,
and recovery orchestration reduce uncertainty during high-pressure incidents. Continuous recovery-readiness capabilities help

teams identify policy drift, coverage gaps, and operational issues before they prevent a successful recovery.

Key Benefits

e Fully-managed, 100% SaaS, no hardware or software, secure-by-design; data-powered incident response and recovery
e Automated reinfection avoidance and sandbox recovery to validate clean data and prevent reinfection
e Patented Al-driven data anomaly detection and threat hunting
e Unified, simplified management across all workloads — SaaS apps, end-user devices, hybrid workloads, and multi-cloud
e Compliant with the industry's highest standards, including SOC2

type I, HIPAA, FIPS 140-2, and FedRAMP ATO

. . . druva sales@druva.com
e TCO savings of up to 40% vs. competing legacy on-premises
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e Industry’s first and only $10 million Data Resiliency Guarantee India: +91 (0) 20 6726-3300 Australia: anz-sales@druva.com
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